Assertion 10- Digital and Data Governance Compliance Checklist

Email management - Every authority must have a generic email account hosted on an
authority owned domain, for example clerk@abcparishcouncil.gov.uk or
clerk@abcparishcouncil.org.uk rather than abcparishclerk@gmail.com or
abcparishclerk@outlook.com
Guidance:
Using authority owned email account and website ensures that:
e Sensitive information is handled in a controlled environment with appropriate security measures.
This aligns with GDPR principles such as data minimisation, integrity and confidentiality.
e Provide a clear record of communications, which is essential for transparency and accountability.
e Helpsin maintaining an audit trail and ensures all authority-related communications are
accessible for review if needed.
o Helps maintain a consistent and professional image for the authority and ensures all
communications are easily identifiable as coming from the authority.
e Makes Data Subject Access and Freedom of Information Requests (FOI) easier to manage

Action Taken:
Hedgerley Parish Council is fully compliant with this point, the webpage is
www.hedgerleyparishcouncil.gov.uk and the email address is clerk@hedgerleyparishcouncil.gov.uk

All smaller authorities (excluding parish meetings) must meet legal requirements for all

existing websites regardless of what domain is being used.
Guidance:
You must have an up-to-date and relevant Accessibility Statement.
.gov.uk domains must not be used in a non-compliant way.

Action Taken:

Access the Assertion 10 Hub on the NALC Website and make available the information
within it to Councillors:
www.nalc.gov.uk/resource/the-good-councillors-guide-to-website-accessibility

Accessibility Statement adopted and published on the Hedgerley Parish Council
website:
www.hedgerleyparishcouncil.gov.uk/community/hedgerley-parish-council-

All websites must meet the Web Content Accessibility Guidelines 2.2 AA and the Public Sector

1.49 Bodies (Websites and Mobile Applications) (No. 2) Accessibility Regulations 2018 (where
applicable).
Guidance:

Action Taken:

Reviewed, Adopted and published links to the full documents of the following to the

Hedgerley Parish Council website:

e Web Content Accessibility Guidelines 2.2AA

e The Public Sector Bodies (Websites and Mobile Applications) (No. 2) Accessibility
Regulations 2018

Reviewed the Assertion 10 compliance statement of the Website Builder Platform HugoFox.com that
hosts the Hedgerley Parish Council website:

"All HugoFox websites automatically meet WCAG 2.2 AA accessibility standards and UK equality
legislation, ensuring everyone visiting the Hedgerley Parish Council can access the content.




We're fully GDPR compliant with built-in privacy controls and data protection. HugoFox website
builder ensures Assertion 10 compliance automatically, including MyNCSC security monitoring and
complete PCDHS requirements."
All websites must include published documentation as specified in the Freedom of
Information Act 2000 and the Transparency code for smaller authorities (where applicable).
Guidance:

Resources to support compliance:

¢ Freedom of Information

e Model Publication Scheme

e Template guide to information — Parish and town councils

e Transparency Code

1.50

Action Taken:

Links to the following Legislation.gov.uk documents (in full) added to the Parish Website:
e Freedom of Information Act 2000

e Transparency Code for Smaller Authorities

The Information Commissioner’s Office (ICO) Model Publication Scheme adopted and
published on the Hedgerley Parish Council website:
www.hedgerleyparishcouncil.gov.uk/community/hedgerley-parish-council-
12796/council-policies/

Regularly review the information that is published on the Hedgerley Parish Council Website
o Ensure that newly created information is made available/published promptly
o Replace or update information that has been superseded
All smaller authorities, including parish meetings, must follow both the General Data
Protection Regulation (GDPR) 2016 and the Data Protection Act (DPA) 2018.
Guidance:
Consult the SAPPP publication The Practitioners Guide 2025 for comprehensive data protection
obligations:
e Conduct regular data audits to identify what personal data is held, how it is used and make sure it is
processed lawfully.
e Implement a Data Protection policy on data handling, storage and sharing.
¢ Provide regular training to ensure all staff and members are trained on data protection principles
and practices.
e Secure data using appropriate technical and organisational measures to protect personal data from
breaches.

Action Taken:

Links to the following Legislation.gov.uk documents (in full) added to the Parish Website:
e General Data Protection Regulation 2016

e Data Protection Act 2018

A link added to the Hedgerley Parish Council website to The Practitioners Guide 2025
and make available the information to Councillors. This is in order for all members of the
council to ensure the continuing compliance with GDPR and DPA regulations:
www.nalc.gov.uk/resource/practitioners-guide-2025.html

Regularly review/audit the information that is published on the Hedgerley Parish Council Website and
ensure that full compliance is maintained.

Reviewed the Data Protection Roadmap published by NALC, and adopted and published the Data
Protection policy to the Council Website.
All smaller authorities, including parish meetings, must process personal data with care and in

line with the principles of data protection.




Guidance:

Action Taken:

A Parish Council Data Protection Policy has been adopted and published to the Website. The Policy
Outlines the following:

e Dataretention

e Processing Data

e Data Security

e Records Management and Data Audit

Data protection impact assessments

e Data Breachresponse

e Subject Access Requests
The DPA 2018 supplements the GDPR and classifies an authority as both a Data Controller
and a Data Processor.

Guidance:

Action Taken:
ICO Self assessment for Data Protection Registration fee carried out, and £52 fee to be discussed and
minuted during the next Parish Meeting. Initial query raised due to the Parish Clerk being the Sole
Employee to the Council and therefore would assume both the Controller and Processor roles as the
Proper Officer.
All smaller authorities (excluding parish meetings) must also have an IT policy. This explains
how everyone - clerks, members and other staff - should conduct authority business in a

secure and legal way when using IT equipment and software. This relates to the use of
authority-owned and personal equipment.
Guidance:

Clear digital protocols have become essential. Without proper guidance, authorities risk:

o Data leaks from unsecured platforms (email, websites, shared files) or mishandled personal
information.

e Lost communications when staff personal accounts are used which are inaccessible when they
leave.

o Regulatory failures, such as non-compliance with accessibility laws or mishandling Freedom of
Information (FOI) requests.

e Cybersecurity threats including phishing, malware, or compromised devices & email accounts.

Aformal IT policy provides a simple, central document outlining how digital tools and information

should be managed securely and professionally.

Action Taken:

IT Policy adopted and published on the Hedgerley Parish Council website:
www.hedgerleyparishcouncil.gov.uk/community/hedgerley-parish-council-
12796/council-policies/

IT Policy to be annually reviewed.




